We present a robust object-based watermarking algorithm using the scale-invariant feature transform (SIFT) in conjunction with a data embedding method based on Discrete Cosine Transform (DCT). The message is embedded in the DCT domain of randomly generated blocks in the selected object region. To recognize the object region after being distorted, its SIFT features are registered in advance. In the detection scheme , we extract SIFT features from the distorted image and match them with the registered ones. Then we recover the distorted object region based on the transformation parameters obtained from the matching result using SIFT, and the watermarked message can be detected. Experimental results demonstrated that our proposed algorithm is very robust to distortions such as JPEG
Introduction
Owing to the development of the Internet, digital imaging has experienced tremendous growth over the last decade. We now can easily find and download a large number of images within a few seconds. In order to protect and preserve the owner's property right, a number of copyright protection methods have been proposed. Digital watermarking is a technology used for copy control and media identification and tracing. In digital watermarking, users embed a short message (a watermark) in an image or video without affecting the quality but that can be detected using dedicated analysis software.
Due to the advances in image and video editing software, it has been made possible to copy a certain object in an image or a frame and paste it to the others. In addition, such illegally copied object may be distorted by lossy compression, affine transforms, and so on. The purpose of this paper is embedding and detecting a watermark in such a situation. The scope of this paper is different from conventional object-based watermarking [1] , in which object layers are pre-defined. These methods require the object layer to be separated from the background layer and their detecting schemes are performed on the object layer. But in general cases, the task of separating object layers from background Fig the feature to represent the video object and the background. Error correction coding and cryptographic hashing were applied to those selected coefficients to generate the authentication watermark. The watermark embedding and extraction were done by modifying Discrete Fourier Transform (DFT) coefficients. In their detection scheme, the scaling ratio was supposed to be known so that the video object could be scaled back to its original resolution. Ho et al. [3] proposed an object-based watermarking scheme based on self-similarity segmentation in the spatial domain for solving the synchronizing detection problem. The lengths and orientations of two principle axes of image objects were used for image normalization and shape segmentation. Watermarks then could be embedded into object images by adjusting the pixel intensities on each segmented region. As another approach, Lee et al.
[4] performed a watermarking scheme employing object extraction. After selecting the area of the object, they scanned it by the direction of the major axis. By assuming that the scaling ratio is fixed, they detected the embedded watermark by adjusting the size of the selected object to that of the original watermark.
One of the most significant disadvantages of such methods is that object segmentation generally requires high calculation cost and its reliability is rather low. Some methods also require the scaling ratio in advance for recovering the attacked image to the original one, but this assumption is not practical.
Watermarking Employing Feature Point Position
In the second group, the watermarking systems embed watermarks in positions locating relatively to feature points. Tang and Hang [5] proposed an image watermarking scheme that combines image feature extraction and image normalization. In general, the objects in the normalized image are invariant to small image modifications and hence this approach focused on this fact. In order to extract feature points, they adopted a feature extraction method called Mexican Hat wavelet scale interaction. Because image normalization is sensitive to image local variation, they applied image normalization to non-overlapped image disks separately. The disks were centered at the extracted feature points. They used these normalized disks as patches for watermark embedding and detection. Their results showed that their method was robust to filtering and small rotations, but it was too sensitive to scaling distortion.
Bas et al. [6] proposed an embedding and detection scheme where the mark was bound with a content descriptor defined by salient points. They extracted feature points of the image and perform a Delaunay tessellation on the set of points. The mark was embedded using a classical additive scheme inside each triangle of the tessellation. The detection was done using the correlation properties on the different triangles. One of the weaknesses of this method was that it depended on the existence of the extracted feature points. A lack of some of them could defeat the watermark detection. With the same idea, Lee et al.
[7] extracted 
Watermarking Scheme

Embedding Scheme
As shown in Fig. 3 , we describe how to embed hidden messages and register information for the detecting scheme .
There are three steps in the scheme: -Step 1: In this step , we select the object region from the original work (images or video) to embed a message. The object shape can be arbitrary: the bounding rectangle or the segmentation result of the object. In our experiment, we choose the bounding rectangle as the region to embed the message.
-Step 2: A message is embedded in the selected region. The detailed explanation of the embedding method is described in Sect. 4.3.
-Step 3: In this final step , we extract SIFT features from the object region ( Fig. 4 ) and register them for the object matching operation in the detection procedure. The number of extracted feature points that is needed for a successful matching operation is analyzed in Sect. 4.4. Furthermore, the position of the selected region is also registered. The register file can be stored and retrieved from a database system.
Detecting Scheme
As shown in Fig. 5 , we describe how to detect the embedded message from the object that was attacked. As compared with the embedding scheme that requires users to select the object region, the detecting scheme does not need such preprocessing to detect the watermark from the distorted object. We divide the detecting scheme in three steps: -Step 1: We extract the SIFT features from the attacked watermarked work. Then the extracted feature points will be matched with the registered feature points (step 3 in Sect. 4.1).
-Step 2: Based on the matching results , we calculate the parameters of the geometrical transformation (six parameters for the affine transformation, or eight parameters for the perspective transformation). In case of affine transformation, six parameters include two scaling factors, two shearing factors and two translation factors (there are two parameters for the same type of transformation in order to where s is the watermarking strength (s>0).
In the detecting scheme, the embedded mark can be detected by comparing f'(xi, yi) and f'(yi, xi): . 9 ).
Experimental Results
To In Fig.  11 , we performed a simulation to measure the resistance of our method against these filters.
The results show that our method is very robust to them.
Affine Transformation
In this section, we shall discuss scaling, rotation, shearing and aspect ratio change transformations. The experimental results for these transformations are shown in Fig. 12. -Scaling: In Fig . 12 (a 
